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Purpose

1. Identify cross-cutting operating unit IT goals and include guantitative performance measures to assess
whether these goals are being achieved.

2. Provide a high-level description of major IT investments, including investments proposed for the FY13
budget. These will be candidates for review by the Commerce IT Review Board.

3. Describe how vour Strategic IT Plan relates to the Commerce Strategic Plan and the Commerce Annual
Performance Plan.

4. Define how your strategy will meet Commerce’s Balanced ScoreCard (BSC) Measures for IT.

5. Explain how your Strategic IT Plan aligns with OMB’s 25-Point Implementation Plan (identified in the
cover memorandum).

6. Identify efforts for IT collaboration across operating units or within your operating unit (e.g., shared
services).

7. Include your strategies and governance structure for developing and migrating to your target
architecture, including use of strategic sourcing opportunities. Address specific strategies and
opportunities for elimination of redundant systems, IT infrastructure consolidation and optimization, and
cloud computing.

8. Discuss how your operating unit plans to make government processes more electronic, and improve

Web presence through using innovative technologies, including social media and Web 2.0.
9. Discuss plans to address electronic stewardship and sustainability (e.g., in data centers, on deskto

computers, with printers, etc.)

10. Describe strategies to comply with the Department’s IT Security Program Policy.

11. Identify your plans to ensure that you have a gualified workforce to meet your needs now and in the
future. Address IT project management, enterprise architecture, and IT security skills.

Sources

Purpose

The purpose of the NOAA Strategic Information Technology Plan (SITP) is to: (A) describe the future
direction of NOAA’s investment in Information Technology (IT); (B) define specific goals, objectives, and key
activities; and (C) provide a basis for assessing progress in NOAA’s IT program. The SITP aligns IT strategy
with NOAA business goals and strategy together with the Department of Commerce (DOC) IT strategic
planning. The guiding documents include the NOAA Next Generation Strategic Plan (NGSP), the NOAA
Annual Guidance Memorandum (AGM), and the FY11-15 DOC SITP. The SITP is used to trace NOAA business
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strategy to IT initiatives. This document is forward-looking in that it focuses its attention on currently funded
developmental initiatives or planned initiatives identified for future funding. Specific details on our Major
Investments may be found on the Federal IT Dashboard. The previous SITP was published in March 2010.
This version incorporates NOAA's recently-adopted goal structure, as described in the NOAA NGSP. The

SITP is logistically positioned in the annual cycle of IT governance artifacts to use the Operational IT Plan

and IT Investment Operational Analyses (OAs) as input. The SITP guides development of the FY12-18 NOAA
Implementation Plans for NOAA’s Strategy Execution and Evaluation (SEE) process. Where appropriate, links

have been provided to direct the reader to existing business plans and other planning, assessment, and
reporting documents that sufficiently address the SITP requirements.

1. Identify cross-cutting operating unit IT goals and include guantitative performance measures to assess
whether these goals are being achieved.

FY11 NOAA Annual Operating Plan (AOPs)
FY11 NOAA/OCIO Annual Operating Plan (AOP)

FY11-17 NOAA Implementation Plans
FY11-17 NOAA IT Implementation Plan

2. Provide a high-level description of major IT investments, including investments proposed for the FY13

budget. These will be candidates for review by the Commerce IT Review Board.

NOAA IT Investments — This section provides hyperlinks to NOAA Major IT Investments tracked on the
Federal IT Dashboard; Exhibit 300 IT Investment Project Managers provide monthly updates in the areas

of cost, schedule, and performance; any deviation in cost, schedule, or performance by a factor of 10% or
more is reflected. Also, this section provides hyperlinks to each NOAA Non-Major IT Investment webpage (if
available).

Climate Adaptation and Mitigation

IT Strategic Objectives

e Modernize central processing capabilities.

e Develop new modeling products for forecast and climate predictions.

e Improve the current suite of climate products by completing the conversion of climate products into
Geographic Information System (GIS) format visual display of climatic information

e Increase capability to ingest, control, and access of high volumes (petabytes) of environmental data.

e Make strategic use of expanded high performance computing resources to address gaps in climate
modeling, and establish climate data records for continuing research into the causes and impacts of
climate change, and investigate options for mitigating climate change and its impacts.
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e Revitalize Climate Computing

e Continue to enhance our current climate observations by beginning testing of enhanced sensors for the
Tropical Atmospheric Ocean (TAO) Buoy Array located in the Equatorial Pacific

e Continue the deployment of the modernized U. S. Historic Climatology Network (USHCN-M)

e Continue development/implementation and maintenance of operational archive and user access
capabilities for the National Climate Services Portal and National Climate Model Portal (NCMP) to provide
access to the next generation of NOAA climate and weather models and analyses products.

Major Investments

NOAA/NESDIS/ Comprehensive Large Array-data Stewardship System (CLASS)
NOAA/NESDIS/ National Climatic Data Center (NCDC)

Non-Major Investments

NOAA/NWS/ COOP Historical Network Moderization (HCN-M) — Develop a modern network of 1,000
stations nationwide, collecting accurate, near real-time surface weather data obtained with state-of-the-art

measurement, monitoring and communication equipment to replace existing HCN sites.

NOAA/NESDIS/ National Geophysical Data Center (NGDC)

NOAA/NESDIS/ National Oceanograhic Data Center (NODC)

NOAA/OAR/ NOAA Research Scientific Computing Support — Provides periodic technical refreshment of IT

computing resources and associated IT maintenance and support services used to conduct short, mid, and

long term climate and weather research.

NOAA/NESDIS/ National Integrated Drought Information System (NIDIS) Implementation — Provide drought

information through web-based portal that organizes and delivers historical and real-time climate and
weather information for researchers and emergency responders.

Weather-Ready Nation

IT Strategic Objectives

Increase capability and performance of key observing systems.

Modernize central processing capabilities.

Modernize information dissemination capabilities.

Develop new modeling/forecast products.

Implement new models to improve coastal prediction focusing on storm surge modeling and coastal

erosion

Improve data acquisition, processing, modeling, and delivery methods

e Develop increased computing capabilities for software engineering, data processing and analysis,
graphics, archive and access, and networking.

e Evaluate the expansion of Arctic Services including the existing Alaska Weather Data Buoy Network to
improve weather and climate forecasts for the changing (retreating sea-ice) Arctic ocean environment.

e Complete migration to the Community Hydrologic Prediction System (CHPS) to all River Forecast Centers
and begin system enhancements

e Improve internet-based delivery of geospatial data and products.

e Integrate data and applications development with topographic/bathymetric, land cover and other
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relevant inundation related information into tools for use by decision makers.

e Begin development of regionally targeted inundation visualization tools using latest technologies (ex.
Google Earth, 3-D visualizations) from various inundation model outputs (ex. SLOSH and ADICRC models).
Provide information at a scale that enables local communities and landowners to view social, economic
and ecological tradeoffs/consequences of planning and development activities.

e Transition aviation weather program products and services from a primarily text based model to a
digital environment with machine-to-machine interface capabilities, including internet dissemination of
geospatial data.

e Continue planning and development of the NextGen Weather Information Database (WIDB) to
meeting Initial Operating Capability (IOC) in FY 2013 by establishing the project office, forecast process
development and IT systems and infrastructure development.

Major Investments

NOAA/NWS/ Advanced Weather Interactive Processing System (AWIPS)

NOAA/NWS/ Next Generation Weather Radar (NEXRAD-PI) System Product Improvement

NOAA/NWS/ National Weather Service Telecommunication Gateway (NWSTG) System (Legacy, Replacement
and Critical Infrastructure Protection)

NOAA/NWS/ National Air Quality Forecast Capability

NOAA/NWS/ Next Generation Weather Radar (NEXRAD-OM) Operations and Maintenance

NOAA/NWS/ Weather Radio Improvement Project (WRIP)

NOAA/NWS/ Data Assimilation and Modeling

NOAA/NWS/ Next Generation (NextGen) Air Transportation System

Non-Major Investments

NOAA/NWS/ NWS Office of Hydrologic Development (OHD) — Acquire advanced hardware and software to
increase capabilities for nationwide water resource forecasting, enhanced short-term predictions of river

levels and longer-term forecasts.

NOAA/NWS/ NWS Dissemination Systems (NDS) — This initiative supports the continuing operations for the
National Weather Wire Service (NWWS), the International Satellite Communications System (ISCS), and NOAA
Weather Radio (NWR).

NOAA/NWS/ National Data Buoy Center (NDBC) Ocean Observing System of Systems (NOOSS) — Includes

the Data Assembly Center; shore-based stations; and meteorological, oceanographic, Tsunami, and climate

buoys.

NOAA/NWS/ Automated Surface Observing System (ASOS) Operations and Maintenance - Includes software,
hardware, and communications for observation and collection of basic weather elements.

NOAA/NWS/ Automated Surface Observing System (ASOS) Product Improvement — Replace vintage 1980
architecture with state of the art data collection, processor, software, and network communications

components for the nation's primary surface weather observing platform, which observes and collects basic
weather elements (visibility, precipitation, temperature, wind etc.) at over 1000 locations including nearly
600 airports.

NOAA/NWS/ NOAA Profiler Network — A vertical looking, radar-based observation system for acquiring
information about tornados, flash floods, and winter storms. There are 35 operational Profiler radars
deployed in the US, 32 in the central US and 3 in Alaska.
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NOAA/NWS/ NWS Regions and Field - Systems acquisition in support of data on severe or otherwise

dangerous weather conditions and the preparation and dissemination of warnings and/or observations of
such conditions, as appropriate.

NOAA Weather Radio (NWR) All Hazards Weather Network (NAHWN) [aka, All Hazards Emergency Message
Collection System (HazCollect)] - Automate the collection and dissemination of non-weather civil-emergency

messages over NOAA Weather Radio (NWR) and to quickly and securely authenticate messages received by
emergency managers.

NOAA/NESDIS/ Search and Rescue Satellite Aided Tracking (SARSAT) — Locates those in distress almost
anywhere in the world at anytime. Its Mission Control Center processes the distress signal and alerts the

appropriate search and rescue authorities to who is in distress and where they are located.

Healthy Oceans

IT Strategic Objectives

° Ensure interoperability and seamless transmission of Ecosystem Observation Program (EOP) data
through adoption of DMAC standards and protocols.

° Harmonize fisheries data and permitting systems to facilitate reporting and ease the burden for permit
applicants.

° Support collaboration across NOAA Fisheries scientific, management, and regulatory communities.

° Provide tools, technologies, and information services that are effectively used by NOAA partners and
customers to improve ecosystem-based management

° Providing information management support to states seeking to meet minimum requirements for the
National Saltwater Angler Registry as required by the MSRA

° Improve end-to-end management of high quality data and information

Major Investments
N/A
Non-Major Investments

NOAA/NMEFES/ Vessel Monitoring System — a satellite based tool for monitoring control and surveillance of the
3.4 million mile jurisdiction of the NOAA Office for Law Enforcement.
NOAA/NMFS/ Fisheries Information System (FIS) — Integrate state and federal information collection systems

to enhance ecosystems-based marine fisheries through improved data quality and management.
NOAA/NMFS/ Permits — Implement a single consolidated records system for fishing permits.
NOAA/NMPFS/ Northeast Fisheries Information Management System (NE-FIMS) — Develop an integrated
fisheries dependent management system for the NMFS Northeast Region.

NOAA/NMES/ Marine Recreational Information (MRI) Program — Implement a system to collect information

on recreational anglers to support the development and analysis of recreational fishing surveys.

Resilient Coastal Communities and Economies
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IT Strategic Objectives

e Merge the two separate production components of the Nautical Charting System into a single production
system from which multiple products can be derived.

e Eliminate the single point of failure regarding the real-time provision of oceanographic and
meteorological observations for safe maritime navigation and Homeland Security applications.

Major Investments

N/A

Non-Major Investments

NOAA/NQS/ Nautical Charting System (NCS) — The primary products of the NCS are navigational charts
and chart derived products. The charts come in three basic types: Electronic Nautical Charts (ENCs) for use

in Electronic Chart Display and Information Systems; Raster Navigational Charts (RNCs) used in electronic
navigation systems; and lastly, the traditional lithographic (paper) chart.

NOAA/NQS/ Physical Oceanographic Real Time System & National Water Level Observation Network (PORTS
& NWLON) - A decision support tool which improves the safety and efficiency of maritime commerce and
coastal resource management through the integration of real time environmental observations, forecasts,

and other geospatial information.
NOAA/NOS/ Geodetic Support System — Processes data for the National Spatial Reference System and geoid
models. Plans are to expand to 1,500 Continuously Operating Reference Stations (CORS).

Science & Technology Enterprise

IT Strategic Objectives

Increase capability and performance of key observing systems.

Modernize central processing capabilities.

Improve forecast models, computing capacity, and product generation

Improve transition to operations of high-resolution hurricane models.

Improve forecast tool creation to improve the 1-5 day hurricane guidance.

Improve storm surge model R&D and inundation mapping for coastal regions.

Define data requirements and technical specifications prior to transitioning buoy systems from research
to operations.

e Provide an integrated earth observation and data management system that will enhance NOAA's
capabilities to meet mission goals and enable NOAA's resources to be applied more efficiently and
effectively by reducing unnecessary duplication, improving coverage, and providing networks to
disseminate information when and where it is needed around the world.

Increase capability and performance of key observing systems.

Modernize central processing capabilities.

Develop ground systems for new/interim satellites.

Acquire and deploy high-capacity, reliable, and efficient satellite environmental observation
infrastructures that provide optimal support for NOAA's entire product and services portfolio.

e Designate information owners and implement data management plans on each NOAA ship.
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e Continue to research and develop new performance metric(s) to adequately capture and measure the
effectiveness of the execution of mission operations and platform availability.

e Examine methodology to improve cross-Goal, cross-LO prioritization of data-collection requirements to
support fleet allocation plans.

Major Investments

NOAA/NWS/ NCEP Weather and Climate Operational Supercomputer Systems (WCOSS Primary and Backup)
NOAA/OCIO/ NOAA R&D High Performance Computing System

NOAA/NESDIS/ GOES Ground System

NOAA/NESDIS/ POES Ground System (POES-GS)

NOAA/NESDIS/ Environmental Satellite Processing Center (ESPC)

NOAA/NESDIS/ Joint Polar Satellite System (JPSS) Ground System (formerly NPOESS Ground System)

NOAA/NESDIS/ NPOESS Data Exploitation (NDE)
NOAA/NESDIS/ GOES-R Series Ground Segment

Non-Major Investments

NOAA/NWS/ NCEP Weather and Climate Computing Infrastructure Services (WCCIS) — Provides support

resources for (a) weather and climate forecasting capabilities and (b) operational model development for
forecasts and warnings.

NOAA/NESDIS/ Satellite Operations Control Center Command and Data Acquisition (SOCC/CDA) — Supports
the Geostationary Operational Environmental Satellites (GOES) and Polar Orbiting Environmental Satellites
(POES) programs through SOCC and CDA facilities in Suitland, MD, Wallops, VA, Fairbanks, AK, and Greenbelt,
MD.

NOAA/NESDIS/ Office of Satellite Data Processing and Distribution (OSDPD) Systems Critical Infrastructure
Protection (CIP) — Provide a backup facility to the Environmental Satellite Processing Center (ESPC) primary
facility that is the central processing system for environmental satellite data.

NOAA/NESDIS/ COSMIC-2 Ground System - Provide global, high-quality, near-real-time radio occultation
observations of temperature, moisture, and electron density profiles in support of national weather service

and space weather requirements.
NOAA/OMAQ/ NOAA Marine and Aviation Operations — NOAA ships and aircraft use IT resources to support
data acquisition capabilities, which enable scientists and environmental managers to make decisions based on

real-time data access and visualization. Investment includes IT implementation on new FSVs.

Engagement Enterprise

IT Strategic Objectives

N/A

Major Investments

N/A
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Non-Major Investments

N/A

Organization & Administration Enterprise

IT Strategic Objectives

Improve governance, licensing, cost sharing, competency, and customer service.

Establish a single NOAA Wide Area Network (NOAAnet).

Provide economies of scale in network operations and management.

Expand High-Performance Computing (HPC) resources and capabilities.

Establish NOAA’s HPC presence by partnering with a world-class computing facility.

Continue to develop additional partnerships on leadership-class systems to explore next-generation
hurricane modeling, weather modeling, and climate change modeling capabilities.

Maximize the efficiency of the transition of research to operations.

Deploy a unified messaging solution to upgrade from legacy electronic mail, calendaring, and telephony
systems, and provide effective project collaboration tools, document sharing, and enhanced video
conferencing capabilities.

Reduce the number of Internet connections.

Consolidate help desks in the DC-metro area.

Establish a OneNOAA Web Presence.

Consolidate web servers.

Establish a single IT Services Contract.

Define a common project/program management process.

Institute a standard, shared set of project/program document templates.

Enhance the existing project/program review process.

Improve NOAA's financial management and administrative IT infrastructure.

Invest in IT to improve processing of financial, administrative, workforce, management and acquisition
services.

Support the development of the End-to-End (E2E) system.

Provide a single unified grant processing and administration system, using an electronic solution that
will reduce processing time and increase efficiency.

Major Investments

NOAA/NOAA/ IT Infrastructure

NOAA/OCIO/ Financial Management IT Operations
NOAA/OCIO/ NOAA Grants On-line

Non-Major Investments

NOAA/NOAA Systems/ NOAA-Wide Enterprise IT Architecture
NOAA/NOAA Systems/ NOAA-Wide Enterprise IT Planning
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FY11 Management IT Initiatives and Associated Performance Measures — The FY11 OCIO AQP contains
performance measures, planned accomplishments, milestones, budget/resource information, and
interdependencies associated with IT Infrastructure initiatives.

3. Describe how your Strategic IT Plan relates to the Commerce Strategic Plan and the Commerce Annual
Performance Plan.

NOAA’s Next-Generation Strategic Plan supports DOC’s Strategic Plan and Annual Performance Plan, and

by extension NOAA’s SITP supports DOC's SITP. A direct relationship between NOAA's goals and objectives
and the goals and performance measures is included in the annual budget submission to DOC. DOC uses this
information for its Annual Performance Plan and Performance and Accountability Report, which integrate
outcomes and performance measures across the Department.

DOC

FY11-16 DOC Strategic Plan

FY11-15 DOC Strategic IT Plan
FY11 Congressional Budget Justification (including Annual Performance Plan) - DOC

FY12 Congressional Budget Justification (including Annual Performance Plan) - DOC

NOAA

NOAA Next Generation Strategic Plan

FY11 NOAA Annual Guidance Memorandum

FY11 Congressional Budget Justification (including Annual Performance Plan) - NOAA
FY12 Congressional Budget Justification (including Annual Performance Plan) - NOAA

4. Define how your strategy will meet Commerce’s Balanced ScoreCard (BSC) Measures for IT.

NOAA and DOC are placing new focus on performance-based management. Evaluation of NOAA's
performance toward meeting societal outcomes will be used to judge the effectiveness of the agency’s
processes and policies, and inform management focus on improving performance. DOC has instituted a
Balanced ScoreCard (BSC) process to achieve an alignment of DOC strategies to execution within its
bureaus. NOAA is creating its own BSC showing how NGSP objectives contribute to the overall strategies of
the Department. NOAA’s BSC shows Next Generation Strategic Plan (NGSP) objectives, with performance
measures and select high-priority activities that reflect the NOAA administrator’s priorities during each
quarter. The effect of this analysis is more focused alignment of execution to strategy, and the prioritization
of NOAA’s projects. Each Line/Staff Office (LO/SO) creates a BSC to feed into the NOAA-wide BSC. LOs and
SOs use the BSC to report quarterly to the DUS/O on the progress toward the performance expectations
documented in their Annual Operating Plans (AOPs).

DOC/OCIO BSC - Q1 FY11 Performance Review
DOC/OCIO BSC - Q1 FY11 Internal Measures
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NOAA/OCIO BSC

5. Explain how your Strategic IT Plan aligns with OMB’s 25-Point Implementation Plan (identified in the

cover memorandum).

4

Apply “Light Technology”and Shared Solutions

1. Complete detailed implementation plans to consolidate at least 800 data centers by 2015

e Support implementation of the NOAA Data Center Consolidation Plan by applying EA support
services to consultation and support for execution of the Plan and by integrating with the Plan the
development of a NOAA-wide data lifecycle management process, such as incorporating a metadata
rubric

. Create a government-wide marketplace for data center availability

. Shift to a “Cloud First”

e Acquire, implement, operate, and maintain NOAA UMS
e Extend the FEAF Service Reference Model to foster a Service Oriented Architecture (SOA) with a focus
on facilitating the consolidation of IT infrastructure commodity services

. Stand-up contract vehicles for secure laaS solutions
. Stand-up contract vehicles for commodity services

. Develop a strategy for shared services

Strengthen Program Management

7.
8.
9.
10
11
12

Design a formal IT program management career path

Scale IT program management career path government-wide
Require integrated program teams

. Launch a best practices collaboration platform

. Launch technology fellows program

. Enable IT program manager mobility across government and industry

Align the Acquisition Process with the Technology Cycle

13.
14.
15.
16.

Design and develop a cadre of specialized IT acquisition professionals
Identify IT acquisition best practices and adopt government-wide

Issue contracting guidance and templates to support modular development
Reduce barriers to entry for small innovative technology companies

e NOAALink
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Align the Budget Process with the Technology Cycle

17 . Work with Congress to develop IT budget models that align with modular development
18 . Develop supporting materials and guidance for flexible IT budget models
19 . Work with Congress to scale flexible IT budget models more broadly

20 . Work with Congress to consolidate commodity IT spending under Agency CIO

Streamline Governance and Improve Accountability

21 . Reform and strengthen Investment Review Boards
e NITRB
22 . Redefine role of Agency ClOs and Federal CIO Council

e NOAA OCIO and High Performance Computing & Communications

23 . Rollout “TechStat” model at bureau-level

e NEXRAD-Product Improvement (March 2011): A TechStat session was conducted to review the
problems associated with the Dual Polarization (Dual Pol) Project within the overall Next Generation
Radar (NEXRAD) Product Improvement (Pl) Program and the actions proposed to address those
issues. The contractor (L-3) had been unable to meet contractual obligations that resulted in: a) the
late delivery of technical manuals; b) a failure to meet differential reflectivity calibration accuracy;
and c) a compressed deployment schedule due to a six (6) month delay.

® Weather Radio Improvement Project (WRIP) (June 2011): Within the past year, differences between
the Government and contractor in the interpretation of the scope of the WRIP contract has resulted
in various issues between the contractor and government (some of which have been resolved, with
the remaining issues in the process of being resolved) along with a confrontational relationship
between the parties. The contractor has exhausted the majority of their schedule slack. This has
elevated the risk associated with the contractor successfully completing the WRIP System Acceptance
Test within the allocated schedule without impacting deployment in support of Operational Test&
Evaluation.

Increase Engagement with Industry

24 . Launch “myth-busters” education campaign

25 . Launch interactive platform for pre-RFP agency-industry collaboration

6. Identify efforts for IT collaboration across operating units or within your operating unit (e.g., shared

services).

Cybersecurity: NOAA Security Operations Center (SOC) - Implement, operate, and maintain a cybersecurity
nerve center to protect NOAA assets and information; Implement a comprehensive insider threat detection
and management capability.

Cybersecurity: Homeland Security Presidential Directive 12 (HSPD-12) - Implement the logical access and
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2-factor authentication requirements of HSPD-12 (Policy for a Common Identification Standard for Federal
Employees and Contractors) to complement and leverage the Facilities Program's implementation of the
HSPD-12 Physical Access Control System (PACS).

Cybersecurity: Elimination of Single Points of Failure - Eliminate 8 known single points of failure in Silver
Spring Metro Center (SSMC) IT infrastructure.

Cybersecurity: Enterprise Security Software - Acquire, manage, and deploy enterprise security software for
patch management, virus protection, anti-spam, security event correlation, and other functions.

NOAALink - NOAA's approach to meeting the challenges of managing large Federal IT strategy and services in
the 21st Century. NOAALink is an innovative and strategic IT infrastructure planning and acquisition process
offering NOAA's IT organizations a broad range of cost-effective, enterprise-wide IT solutions, while improving
IT service delivery and meeting NOAA's technology, contracting and financial goals. Help drive IT governance
and business capability to consolidate acquisition and delivery of major IT projects; shorten the Procurement
Administrative Lead Time (PALT).

NOAA Unified Messaging Service (UMS) - Provide a common platform for email, calendar, collaboration, and
information sharing

High Performance Computing (HPC) - Significantly scale NOAA’s HPC capability to process higher resolution
and more complex forecast model

7. Include your strategies and governance structure for developing and migrating to your target
architecture, including use of strategic sourcing opportunities. Address specific strategies and opportunities

for elimination of redundant systems, IT infrastructure consolidation and optimization, and cloud
computing.

Enterprise Architecture

NOAA Enterprise Architecture Program

NOAA Business Operations Manual (see pp. 30-34)
NOAA Enterprise Architecture

NOAA Technical Reference Model

NOAA Enterprise Security Architecture

NOAA Security Architecture Baseline Security Requirements
NOAA IT Infrastructure Services Reference Model

NOAA IT Systems - Numerical Model Data Flow - The diagram depicts and shows the relationships between
nearly all of the key mission "IT Systems" and networks in NOAA including: NSOF, NWSTG, AWIPS, NCEP,
OSPnet, NWave, WOC, and major internet connections. It covers 85% of NOAA's IT in one easily readable and

understandable chart.

IT Strategic Objectives

e Evolve and mature the framework and process for incorporating IT security requirements into the NOAA
EA.

e |dentify and incorporate lessons learned in the EA life-cycle, governance model and repeatable
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maintenance process.
Integrate the EA with SEE and CPIC.
In collaboration with NOAA’s Homeland Security Program Office, aligh NOAA’s defined Mission Essential
Functions with the Lines of Business and sub-functions defined in the FEA Business Reference Model
(BRM).

e |dentify and promote opportunities to consolidate IT architecture components (e.g., applications,
services, etc.) for shared business requirements across NOAA.

e Assess the alignment of NOAA's IT resources with agency mission goals and objectives, and develop
transition strategies to close gaps where needed.

e Identify and foster enterprise-wide adoption of open standards to enable system interoperability and
data sharing across applications and functional disciplines (TRM and Data Architecture).

e Leverage the existing Geographic Information Systems (GIS) Committee, under the CIO Council, to
support the NOAA implementation of the federal framework for the GeoSpatial Line of Business (LOB).

e Work with government-wide geospatial standards and architecture through participation in the

Geospatial LOB and the national geospatial data infrastructure.

Create composite geospatial data products that span NOAA Line and Program office missions.

Remove the physical barriers to geospatial data access within NOAA.

Promote interoperability and collaboration within NOAA via eGov.

Support implementation of the NOAA Data Center Consolidation Plan by applying EA support services to

consultation and support for execution of the Plan and by integrating with the Plan the development of a

NOAA-wide data lifecycle management process, such as incorporating a metadata rubric

e Extend the FEAF Service Reference Model to foster a Service Oriented Architecture (SOA) with a focus on
facilitating the consolidation of IT infrastructure commodity services

8. Discuss how your operating unit plans to make government processes more electronic, and improve Web
presence through using innovative technologies, including social media and Web 2.0.

IT Strategic Objective: Facilitate information sharing across the enterprise.

Technology: Web 2.0 and Social Networking is associated with web applications that facilitate interactive
information sharing, interoperability, user-centered design and collaboration. Such applications allow users
to interact with other users or to change website content. Some common examples of these applications
include: Blogs; Wikis; Peer-to-Peer (P2P) Networks; Mashups; Tagging; Podcasts; and, Really Simple
Syndication (RSS).

Relevance: NOAA is under continuing pressure to realign its funding and effort on mission-oriented programs
and minimize support activities. Additionally, effective communication across line offices and programs is
becoming increasingly important to increase efficiencies across the enterprise.

NOAA Approach: Apply Web 2.0 collaboration tools and concepts such as Wikis, RSS, and tagging to help
facilitate communication, collaboration and information sharing across the NOAA enterprise, helping make
mission support more efficient and at the same time helping facilitate critical research and analysis important
to the mission.

9. Discuss plans to address electronic stewardship and sustainability (e.g., in data centers, on desktop
computers, with printers, etc.)




DOC Green IT Plan:

IT Strategic Objective: NOAA Enterprise IT must support responsible and sustainable IT development

in alignment with NOAA’s overall sustainability efforts in “Going Green.”

(¢]

Technology: Green IT aims to reduce the environmental footprint and enhance the social
effects of IT products throughout their lifespan through the adoption of sustainable IT
practices.

Relevance: NOAA plays an important role in the Nation’s efforts to continue economic
growth while enhancing environmental quality. NOAA is being increasingly sought to play

a leadership role in managing and conserving our natural resources to prevent their rapid
attrition, even as “Going Green”gains global acknowledgement and impetus.

NOAA Approach: Implement Green IT practices within NOAA’s Enterprise IT to help serve as a
direct demonstration of responsible and sustainable development in support of this mission.
With IT typically representing 30-40% of an enterprise’s energy consumption, IT is a good
place to find opportunities to conserve and achieve cost savings while also supporting the
cause.

NOAA Green Team - NOAA Electronics Greening Efforts

(@)
(@)
O
(@)

Electronic Product Environmental Assessment Tool (EPEAT)
ENERGY STAR®

Average life span

Disposal and recycling

NOAA/NESDIS/NCDC

(¢]

(¢]

(¢]

ENERGY STAR® purchases: Replace x86 servers on a 5 year schedule with nrated models.
Reduce power consumption by replacing old energy-inefficient servers with new ENERGY
STAR® compliant servers.

Virtual servers: Consolidate multiple old servers onto ENERGY STAR® rated virtual servers.
Reduce power consumption by reducing the number of physical servers with fewer, more
efficient servers.

Thin client implementation (ENERGY STAR® rated thin clients): Reduce energy consumption
of each desktop from about 300W to 30W while reducing the initial cost from $1500 to $400
each.

High efficiency chillers (GSA initiative): Replace 15-year old 6-bank chiller system with high
efficiency system to cool the computer rooms. Reduce power consumption by increasing
efficiency.

NOAA/NESDIS/Wallops Command and Data Acquisition Station (WCDAS)

(¢]

Technology Refresh: Migrate processing system (SPS) from workstations to blade servers.
Create a system that can support multiple systems on a single platform thereby reducing
spares inventory and power usage.

NOAA/OCIO/ITC

(¢]

(0]

PC Refresh: Upgrade aging ITC desktop PCs to more energy efficient models. Increase
hardware reliability, enable upgrade to more secure Windows 7, reduce energy consumption.
Storage Virtualization: Migrate multiple older storage arrays for ITC systems such as CBS,
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MARS, etc to consolidated AutoMAID array. Reduce footprint, decrease energy usage,
increase reliability.

Server Virtualization: Migrate multiple older commodity servers to higher-density virtualized
server platforms. Obtain HPCC grant to study ability toreduce server rack footprint, decrease
energy usage, improve manageability.

Alternative renewable electrical power: Install vertical-blade wind turbines to augment ITC
electrical power. Obtain HPCC grant to study viability of renewable energy resources for ITC.

Cloud Computing Initiative:
o NOAA Unifed Messaging Service (UMS)

Federal Data Center Consolidation Initiative (FDCCI):

NOAA has already consolidated in the following areas:

o

Archiving, distribution, preservation, and operation for large data sets at the National Climate
Data Center and NOAA Satellite Operations Facility (NSOF)

Administrative, financial, and management systems at its Information Technology Center

All satellite command and control operations and data and information product production at
the NSOF

Research and development and operational supercomputing at three primary high
performance computing locations

NOAA’s observing systems data are projected to grow exponentially over the next 10 years. However,
NOAA'’s data centers and their related IT assets will remain essentially level as utilization and

virtualization improve over time.

Further reductions in the number of its data centers, physical servers, and/or racks could place
NOAA’s primary mission essential functions (such as collecting and providing critical intelligence data
and imagery, and providing critical environmental forecasts, warnings, and data) at-risk of interrupted

operations.

NOAA Pacific Region Center - Consolidation of NOAA’s Hawaiian facilities to a new facility at Ford Island
IT cost data collection completed with full LO participation

IT cost baseline verified with IT and budget/finance working groups

Gathered cost estimates for wide area network alternatives

Completed Final Installation Design Review for B130 IT implementation

10. Describe strategies to comply with the Department’s IT Security Program Policy.

DOC IT Security Program Policy

NOAA IT Security Program Policy

DOC Cybersecurity Strategic Plan
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e Continuous Monitoring (DOC)

o Need:
Standardize on common security products and implement a Commerce-wide
continuous monitoring architecture that will provide consistent, efficient, and
effective common controls and situational awareness for each OU and at the
Commerce level.

o Solution:

Focus of this portion of the initiative is on (1) vulnerability identification, (2)
vulnerability remediation, and (3) providing reporting data to enhance bureau-level
and DOC-wide situational awareness. Individual OU’s will be responsible for ongoing
labor to support transition and operation of the centralized patch management
system within their OU.

Major campuses considered for distributed system operations are: DoC Headquarters
(HCHB); NIST, Census, USPTO, NOAA, ITA, and the shared NTIA/NOAA/NIST campus in
Boulder.

Major focus of patch management is to consider centralization for end-user
workstations (but not servers due to a wide disparity in patch cycles for servers and
major applications).

Overall analysis of data will be provided at the Enterprise SOC.

e Enterprise SOC (NOAA)

o Need:
Security monitoring to detect attacks, system compromises, policy violations, misuse,
malware, and other system problems.
Requires 24x7 staffing to ensure timely detection and response to minimize impact
and support worldwide operations.

o Solution:

e HSPD-12 (DOC)

o Need:

Expansion of NOAA Cyber Security Center

Tools, processes and people to support

24x7 Security Monitoring

Security event/log data correlation and reduction

Turn millions of log entries into tens of actionable events

Fully staffed with 4 Engineers, System/Network Administrators, 2 24x7 analysts and a
24x7 watch officer.

Monitoring all DOC devices (estimated at 200,000).

Phased deployment over three years.

Utilize common controls to provide least privilege access management — a
comprehensive central authentication and access control solution used across



applications and systems.
Comply with OMB mandate
In FY2011, agencies must use DME and/or O&M technology refreshment funding to
upgrade existing physical and logical access systems to use PIV-Il credentials.
Beginning in FY2012, agencies should not spend DME and/or O&M technology
refreshment funding on systems unless they use HSPD-12 credential to authenticate
employees and contractors.

o Solution:
The Department would purchase a FIPS 201-1 compliant smart card that would
be used for both physical and logical access. The smart card would contain both
biometric data of every Commerce staff member (federal and contractor). It shall be
used for access to various federal facilities and have the appropriate employee access
rights for various IT systems.

e Central Directory Services (HCHB)

o Need:
For collaboration throughout the department such as sharing documents and
schedules (e.g., Microsoft Outlook calendar) is also driving the requirement to have
a central directory that can be used as the source of authentication for enterprise
applications.

o Solution:

Lightweight Directory Access Protocol (LDAP) Directory Service can be implemented
throughout the Department to establish a central directory of users accounts

and credentials for enterprise authentication. This will enable the integration of
enterprise applications and facilitate collaboration of shared resources throughout
the Department.

NOAA Cybersecurity Strategic Plan

(1) Increase the coverage and capabilities of the NOAA Cyber Security Center (NCSC) and critically enhance
nationwide 24x7 security monitoring and incident response;

(2) Implement a comprehensive insider threat detection and management capability;

(3) Implement the logical access and 2-factor authentication requirements of HSPD-12 (Policy for a Common
Identification Standard for Federal Employees and Contractors) to complement and leverage the Facilities
Program's implementation of the HSPD-12 Physical Access Control System (PACS);

(4) Eliminate 8 known single points of failure in Silver Spring Metro Center (SSMC) IT infrastructure;

(5) Acquire, manage, and deploy enterprise security software for patch management, virus protection, anti-
spam, security event correlation, and other functions.

e NOAA Cyber Security Center (NCSC)
O Provide, operate, and maintain state-of-the-art NCSC facilities
O Provide critical enhancement to nationwide, 24x7 security monitoring and incident response



(IR) capability by providing two 24x7 positions staffed by 10 contractors

o Continue improvements to NOAA’s IR and reporting to meet all Federal Information Security
Management Act of 2002 (FISMA) requirements

o Provide highly skilled federal and contract engineers

O Increase testing and evaluating of products for security vulnerabilities prior to enterprise
deployment

o Implement cyber security services required by OMB Trusted Internet Connections (TIC)
mandate

O Provide some backup security for the Department’s Security Operations Center.

o Insider Threat Detection and Management

o Procure, implement, operate, and maintain hardware and software to collect, analyze and
process security events and audit data to protect NOAA from insider threats
O By using identity-enriched log events, NOAA IT Security shall see what different types of users
are actually doing, establishing baselines to detect anomalous, risky activity and improve
access governance. Specifically:
Complete user activity monitoring framework, making it easy to develop reports,
correlation rules, and dashboards for specific users or user groups
Identity threat scoring enabling NOAA to pinpoint our riskiest users and departments
by linking repeated suspicious activity to individuals and groups
Speeding up our response to investigations by providing user’s activity across
accounts
Provide new executive dashboards, allowing management to see which users and
departments are creating the most security and compliance risk

e Identity Management / HSPD-12 LACS and 2-Factor Authentication
o0 Synchronize access privileges with identity management by implementing the Homeland
Security Presidential Directive 12 (HSPD-12) Logical Access Control System (LACS) and 2-
Factor Authentication (2FA)

o0 Implement common access card (CAC) technology solution for 2-Factor Authentication (2FA)

o Deploy in accordance with National Institute of Standards and Technology (NIST) Special
Publication 800-53 (Recommended Security Controls for Federal Information Systems)

o Retrofit legacy personal computers (PCs) with external Personal Identity Verification (PIVII)
card readers

o Develop and provide guidance explaining that new PCs should be purchased with embedded
PIVII card readers

O Acquire and install PC client software on PCs to manage credentials

o Integrate applications into the Identity Management System using adapters, e.g. $2.3M for

CBS
O Enhance the CBS suite of applications [including the core financial system, Data Warehouse
(DW), Travel Manager (TM), and Relocation Manager (ITMR)] to enable compliance with
HSPD-12
Support NOAA’s Mission Goals with authoritative and ubiquitous Identity Management

(¢]



technology infrastructure that enables the authentication of users and the delegation of
those users to approved roles within NOAA’s IT systems

o Implement an improved 2-factor authentication scheme for remote NOAA users

o0 Create and deploy robust and reliable Identity Management servers and software

o Migrate key systems/applications into HSPD-12 infrastructure (e.g., OMAO ship
infrastructure, OCFO administrative systems)

O Create robust HSPD-12 compliant remote access infrastructure

e Elimination of Single Points of Failure
O Replace outdated, non-scalable, and insecure IT infrastructure

O Provide failover capability for SSMC Internet connections, websites, and email
o Implement secure remote capabilities in support of Continuity of Operations (COOP)
O Reduce operational risk and down time with respect to:

SSMC Trusted Campus Network

SSMC Open Campus Network

Metropolitan Area Network

SSMC Connection to Internet2

SSMC Fiber Conduit

SSMC Power

SSMC-to-HCHB Frame Relay Circuit

SSMC Site-to-Site Virtual Private Network (VPN) Tunnels

e Enterprise Security Software

O Acquire and deploy enterprise security software for Cyber Security Assessment and
Management (CSAM), patch management, virus protection, anti-spam, security event
correlation, and IDS

O Provide software solution to standardize C&A process and documentation
o Eliminate redundant efforts in LO for procuring & managing security software
o Improve IT security situational awareness
O Provide secure capability for handling PII
IT Strategic Objectives

e Achieve and maintain Certification and Accreditation (C&A) for all NOAA IT systems.

Comply with the Federal Information Security Management Act (FISMA) and National Institute of
Standards and Technology (NIST) Guidance Special Publication 800-53A.

Employ an affordable, centralized, standardized, and repeatable C&A process.

Employ a certification and accreditation process.

Integrate the use of standard security controls, verification techniques and procedures.

Develop Plans of Action and Milestones (POA&Ms) standards to ensure adequate attention and visibility
and help NOAA Line/Staff Offices apply consistent and reasonable resource management practices to
POA&M management.

Reduce the number of outstanding POA&Ms greater than 120 days past due, ultimately trending to zero.
e Develop evidence to support informed, risk-based accreditation decisions by senior agency officials.

e Develop or enhance appropriate technical, personnel, administrative, physical, environmental, and



telecommunications safeguards in IT systems.

Develop or enhance an enterprise-level robust Patch Management process and system.

Establish and maintain an incident response and intrusion capability.

Deploy regional Intrusion Detection Systems (IDS).

Secure Personally Identifiable Information (Pll).

Fund IT Security at 10% of systems life cycle costs.

Implement Homeland Security Presidential Directive (HSPD) -12.

Prevent unnecessary exposure to compromises by overseeing security testing that ensures enterprise

software purchases have well-designed code

e Reduce risk to timely delivery of radar, satellite, and model data due to increases in security posture from
cost effective IT security consulting services

e Detect and defend against active nation state-sponsored cyber attacks.

e Eliminate ‘single points of failure’.

e Encrypt NOAA email messages.

11. Identify your plans to ensure that you have a qualified workforce to meet your needs now and in the
future. Address IT project management, enterprise architecture, and IT security skills.

NOAA needs to implement a multi-dimensional approach to ensure its access to the talented IT workforce
that will be needed to carry out NOAA's mission in the coming years. The plan should consider factors such
as knowledge retention, recruiting, workforce planning, and continuing education to maximize the supply
curve. To control demand, institutionalize practices to enhance productivity, incorporate automation, explore
sourcing alternatives, facilitate self-service, and encourage reuse of standard tools and processes.

IT Strategic Objectives:

e Enhance talent acquisition
e Emphasize continuing education
e Focus on knowledge retention

NOAA Approach:

e Maximize use of OPM recruiting programs to target marketing to applicants with specific needed

skills

Expand relationships with universities to provide new Internships & Co-op opportunities

Provide recruitment and relocation incentives to attract top talent

Implement Pay for Performance to provide competitive compensation

Utilize the NSF Scholarship for Service program

Provide annual continuing education and training for staff

Implement workforce competency requirements in areas such as IT Security and IT Project

Management

Implement role-based performance requirements

e Budget for an promote employee attendance at relevant national industry, technology, and scientific
conferences

e Establish programs to help fund continuing formal education

e |Institute regular “Brown bag” learning sessions on current technology topics



Provide technical and scientific subscriptions for employees

Promote and facilitate professional certification programs

Promote participation in Department of Commerce Development and NOAA Leadership programs
Implement and utilize wikis to facilitate information sharing

Expand the NOAA Portal functionality as a source and repository of information for employees
Enhance succession planning by forecasting staff transitions and enhancing knowledge transfer
processes

Implement Web 2.0 collaboration tools

Maintain a workforce skills inventory

Identify opportunities to enhance job satisfaction through employee satisfaction survey results
Implement financial retention incentives

Recognize teams and individuals for significant contributions

IT Workforce Management / Program Management Certification - Attract, develop, deploy and retain a
skilled and high performing IT workforce

o NOAA NGSP - Organization & Administration Enterprise
e FY11-17 NOAA IT Implementation Plan (see pp. 22-28)
e NOAA/OCIO Management and Budget Division - Developing the future NOAA IT workforce

Sources

FY11-16 DOC Strategic Plan

FY11-15 DOC Strategic IT Plan

FY11 Congressional Budget Justification (including Annual Performance Plan) - DOC
FY12 Congressional Budget Justification (including Annual Performance Plan) - DOC
FY11 Congressional Budget Justification (including Annual Performance Plan) - NOAA
FY12 Congressional Budget Justification (including Annual Performance Plan) - NOAA

FY10-17 NOAA Strategic IT Plan: Executive Summary
FY10-17 NOAA Strategic IT Plan

FY11-15 NOAA IT Modernization Plan

FY11 NOAA Operational IT Plan

NOAA Strategy Execution and Evaluation (SEE) Process
NOAA Next Generation Strategic Plan

FY11 NOAA Annual Guidance Memorandum

FY11-17 NOAA IT Implementation Plan

FY11 NOAA Corporate Portfolio Analysis (CPA)

FY11 NOAA Line/Staff Office Annual Operating Plans (AOPs)
NOAA/OCIO SEE and PPBES Website

FY10 OCIO End-of-Year Execution/AOP Briefing

FY11 OCIO Mid-Year Execution/AQP Briefing
FY12 IT Services POP with attachments
NOAA Business Operations Manual

DOC CIO Council

NOAA CIO Council
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NOAA CIO Council Terms of Reference

NOAA CIO Council Meetings - Agendas, Handouts, and Minutes
NOAA CIO Council Committees

Commerce IT Review Board (CITRB)

NOAA IT Review Board (NITRB)

NEP/NEC Briefings

OMB Budget Briefings

OMB Memoranda

OMB'’s 25-Point Implementation Plan to Reform Federal Information Technology Management
FY12-16 NOAA/OCIO Integrated Priority List

Federal IT Dashboard: NOAA IT Investments

OMB Exhibits 300 and 53

NOAA/OCIO Balanced ScoreCard (BSC)

NOAA/OCIO 500-Day Plan Update

NOAA/OCIO Monthly Reports to DUS/O

NOAA CIO Weekly Messages

NOAA Human Capital Council

DOC Strategic Sustainability (Green IT) Performance Plan

DOC Federal Data Center Consolidation Initiative (FDCCI) Plan
DOC Enterprise Cybersecurity Strategic Plan - FY12 Submission

DOC Office of Inspector General Semiannual Report to Congress - March 2011



http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.cio.noaa.gov/IT_Groups/NOAA_CIOCouncil_TORv10.pdf
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=https%3A%2F%2Fsecure.cio.noaa.gov%2Fnoaa_cio_CIOCouncil_Meetings.html&sa=D&sntz=1&usg=AFQjCNHC8rtcY3PFOXhLcYzB8891-RSnEA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FIT_Groups%2Findex.html&sa=D&sntz=1&usg=AFQjCNF0Arkgj4zfaZHcvYTV_TqOzA1bwA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FIT_Groups%2Findex.html&sa=D&sntz=1&usg=AFQjCNF0Arkgj4zfaZHcvYTV_TqOzA1bwA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FIT_Groups%2Findex.html&sa=D&sntz=1&usg=AFQjCNF0Arkgj4zfaZHcvYTV_TqOzA1bwA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FIT_Groups%2Findex.html&sa=D&sntz=1&usg=AFQjCNF0Arkgj4zfaZHcvYTV_TqOzA1bwA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FIT_Groups%2Findex.html&sa=D&sntz=1&usg=AFQjCNF0Arkgj4zfaZHcvYTV_TqOzA1bwA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FIT_Groups%2Findex.html&sa=D&sntz=1&usg=AFQjCNF0Arkgj4zfaZHcvYTV_TqOzA1bwA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FIT_Groups%2Findex.html&sa=D&sntz=1&usg=AFQjCNF0Arkgj4zfaZHcvYTV_TqOzA1bwA
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://ocio.os.doc.gov/CommerceITGroups/Commerce_IT_Review_Board/index.htm
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.cio.noaa.gov/IT_Groups/noaa_cio_nitrb.html
http://www.whitehouse.gov/omb/memoranda_default/
http://www.whitehouse.gov/omb/memoranda_default/
http://www.whitehouse.gov/omb/memoranda_default/
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
http://www.google.com/url?q=http%3A%2F%2Fcio.gov%2Fdocuments%2F25-Point-Implementation-Plan-to-Reform-Federal%2520IT.pdf&sa=D&sntz=1&usg=AFQjCNEc7JJrIWCYmDq5IcdUJGrUItHTOQ
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
https://secure.cio.noaa.gov/secure_docs/SEE_PPBES/FY12-16_OCIO_IPL_MS-ITT_MS-HLS_MS-EMP_MS-FNC9.24.09.pdf
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fit.usaspending.gov%2F%3Fq%3Dportfolios%2Fagency%3D006%2Cbureau%3D48&sa=D&sntz=1&usg=AFQjCNEkBcgnwaWHUkCw9F9QFSVZ-y76wA
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FPolicy_Programs%2Fitbud.html&sa=D&sntz=1&usg=AFQjCNG6mXl97h8d6-ln9SpBV05rT1glDQ
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FPolicy_Programs%2Fitbud.html&sa=D&sntz=1&usg=AFQjCNG6mXl97h8d6-ln9SpBV05rT1glDQ
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FPolicy_Programs%2Fitbud.html&sa=D&sntz=1&usg=AFQjCNG6mXl97h8d6-ln9SpBV05rT1glDQ
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FPolicy_Programs%2Fitbud.html&sa=D&sntz=1&usg=AFQjCNG6mXl97h8d6-ln9SpBV05rT1glDQ
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FPolicy_Programs%2Fitbud.html&sa=D&sntz=1&usg=AFQjCNG6mXl97h8d6-ln9SpBV05rT1glDQ
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FPolicy_Programs%2Fitbud.html&sa=D&sntz=1&usg=AFQjCNG6mXl97h8d6-ln9SpBV05rT1glDQ
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.cio.noaa.gov/Policy_Programs/noaa_cio_bsc.html
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.cio.noaa.gov%2FNOAA_500_Day_Plan_Final_Oct2008_Mar2010_web.pdf&sa=D&sntz=1&usg=AFQjCNG4R62LaWJaPC7ZAbSJvmeivzYO4Q
http://www.google.com/url?q=http%3A%2F%2Fwww.wfm.noaa.gov%2FSHCM%2Findex.html&sa=D&sntz=1&usg=AFQjCNE9Gsg-w6xloLNG8mWkHok2VSkyuw
http://www.google.com/url?q=http%3A%2F%2Fwww.wfm.noaa.gov%2FSHCM%2Findex.html&sa=D&sntz=1&usg=AFQjCNE9Gsg-w6xloLNG8mWkHok2VSkyuw
http://www.google.com/url?q=http%3A%2F%2Fwww.wfm.noaa.gov%2FSHCM%2Findex.html&sa=D&sntz=1&usg=AFQjCNE9Gsg-w6xloLNG8mWkHok2VSkyuw
http://www.google.com/url?q=http%3A%2F%2Fwww.wfm.noaa.gov%2FSHCM%2Findex.html&sa=D&sntz=1&usg=AFQjCNE9Gsg-w6xloLNG8mWkHok2VSkyuw
http://www.google.com/url?q=http%3A%2F%2Fwww.wfm.noaa.gov%2FSHCM%2Findex.html&sa=D&sntz=1&usg=AFQjCNE9Gsg-w6xloLNG8mWkHok2VSkyuw
http://www.google.com/url?q=http%3A%2F%2Fwww.wfm.noaa.gov%2FSHCM%2Findex.html&sa=D&sntz=1&usg=AFQjCNE9Gsg-w6xloLNG8mWkHok2VSkyuw
http://www.google.com/url?q=http%3A%2F%2Fwww.wfm.noaa.gov%2FSHCM%2Findex.html&sa=D&sntz=1&usg=AFQjCNE9Gsg-w6xloLNG8mWkHok2VSkyuw
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx
http://www.oig.doc.gov/Pages/Semiannual-Report-to-Congress,-March-2011.aspx

